IHamsTka 1151 00y4aroIuxcs 00 MHGPOPMALTMOHHOU 0€30IIACHOCTH
nereu

HEJIb31

1. Bcem mompsimg cooOmmiaTh CBOIO YacTHYIO HWH(OpMaIuio (HACTOSIIUE WMS,
dbamumnuto, tenedoH, ampec, HOMEp MIKOJbI, a Takke (oTorpaduu CBOH, CBOCH
CEMBH U JIpy3ei);

2. OTKpBIBaTB BJIOKXCHHBIC (1)3.1‘/1.1'[})1 SHCKTPOHHOﬁ IIOYTHhI, KOIrJa HC 3HACIIb
OTIPABUTCIIA,

3. FPY6I/ITI), NpuanupaTbCia, OKa3bIBATb MHABJIICHHUC - BCCTHU ce0s1 HEBEKIMBO H
arpeCCUBHO,

4. He pacnopsbxaiicss JeHbraMu TBOEH ceMbU 0€3 pa3pelleHus CTapuIuX - BCEraa
CIIpalIuBai POAUTENEH;

5. He BcTrpeuaiics ¢ IHTEpHET-3HAKOMBIMU B PEAJIbHOM JKU3HU - IIOCOBETYMUCS CO
B3POCJBIM, KOTOPOMY JOBEPSIEUIb.

OCTOPOXHO

1. He Bce numryT npaBay. Yuraems o cebe Henpasny B UHTepHeTe - coolum 00
HTOM CBOUM POJMUTENISIM UJTU OTIEKYHaM;

2. IlpurnamaroT nepenuchiBaThCsl, UrpaTb, OOMEHUBATHCA - NPOBEPH, HET JIU
II0IBOXA;

3. HezakonHoe konupoBanue (aiisioB B UHTEpHETE - BOPOBCTBO;
4. Beerna paccka3biBail B3pOCIbIM O MpodJieMax B CETH - OHM BCEr/ia IOMOTYT;

5. Mcnonb3yit HacCTpOKU O€30MaCHOCTH M MPUBATHOCTHU, YTOOBI HE IOTEPATH CBOU
AKKayHTBI B COLICETSIX U APYTHX MOPTAJIaX.

MOXHO

1. YBaxaii qpyrux noJib30BaTeleu;

2. ITonp3yembess UHTEpHET-UCTOYHUKOM - JI€JIAN CCBUIKY HA HETO;
3. OTKpBIBal TONBKO T€ CCBUIKU, B KOTOPBIX YBEPEH;

4. OOmatbes 3a MOMOIIBIO B3POCHBIM - POJMUTENH, OMEKYHbl U aIMUHHCTpALUS
CalTOB BCET/Ia IOMOTYT;

5. Tlpotinu oOyuenue Ha caiite "CeTeBMUOK" M TOJNyYHM TACHOPT IM(GPOBOTO
rpakaanuHal



NudopmanuoHHast IaMATKA JIs1 00y4Ar0IIMXCS /ISl pa3MelleHust
HA 0(pUIUATIBHBIX MHTEPHET-pecypcax

C KaxIpIM TOJOM MOJIOACKH B MHTEPHETE CTAHOBHUTCS OOJBIIE, a IIKOJIbBHUKH
OJIHM W3 CaMbIX aKTHBHBIX IIOJIb30BaTele PyHera. Mexay TeM, MOMHMO
OTPOMHOTO KOJHMYECTBA BO3MOXKHOCTEH, HMHTEPHET HECeT M IMpoOJieMbl. ITa
IIaMsITKa JOJDKHA IIOMOYb TeOe Oe30IMacHO HaXOAUTHCS B CETH.

KomnbrorepHbie BUPYChI

KoMmbloTepHblii  BUPYC - 3TO Pa3HOBUJIHOCTh KOMIBIOTEPHBIX MPOTPaAMM,
OTIIMYUTEIBHOU 0COOCHHOCThIO KOTOPOM SIBIISIETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosiHeHue K 3TOMY, BUPYChl MOTYT MOBPEIUThH WM MOJHOCTHIO YHHUUTOXHUTh
Bce (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TIOJIB30BATENI0, OT UMEHH KOTOPOTO ObLia
3ammylieHa 3apa)KeHHasi mporpamma, a TakKe MOBPEIUTh WM JaKe YHUYTOXKHUTh
ONEpPallMOHHYIO0 CHUCTEMY CO BceMHU (aiiamu B LeJoM. B OOJIbIIMHCTBE CllydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

MGTOI[BI 3allIUTBI OT BPCAOHOCHBIX IIPOIrpaMM:

l. HCHOHL?;Yﬁ COBPCMCHHBIC OIICPATUMOHHBIC CHUCTCMBbI, HMCIOIIUC CprGBHBIfI
YPOBCHDB 3alIUTHI OT BPCJOHOCHBIX IIPOrpaMmMm;

2. lloctosHHO ycTaHaBinuBaid mnadyTu (UUQPPOBBIE  3aIUIATKH, KOTOPHIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPYTHe
OOHOBJICHHSI CBOE€H omnepalMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opunmansHOoro  caiita paspaborunka OC. Ecaum cymectByeT — pexum
aBTOMATHYECKOTr0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpE TMOJ] TMpaBaMHU TOJB30BATENsA, a He
aMUHUCTpATOpa. OTO HE IMO3BOJUT OOJBUIMHCTBY BPEIOHOCHBIX MPOrpaMm
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil  aHTUBHPYCHBIE  IPOTPAMMHBIE  TNPOAYKTHI  HW3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub (pU3NYECKUNA JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnonb3yil BHEUIHUE HOCHUTENM MH(MOpMAIMKU, Takue Kak (Jelika, AUCK WIH
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIBIOTEpHBbIC (halibl, TIOJYYCHHBICE U3 HEHAJC)KHBIX
ucTOUYHUKOB. Jlaxke Te (pailyibl, KOTOpHIE MpUCal TBOM 3HAKOMBIH. Jlydiie yrouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Cerun WI-FI

Wi-Fi - 310 He BHMI mepeaaud JaHHBIX, HE TEXHOJOIHs, a BCEro JHUIIb OpeH,
mapka. Eme B 1991 romy HuumepmaHjackas KOMIAHUS 3aperHCTpUpOBaiia OpEHIT
"WECA", uro o6o3nauganio cnoBocoueranue "Wireless Fidelity", koropsrii
MepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh".



Jlo Hamero BpeMeHHM Jonuia apyras aOOpeBwarypa, KOTOpasl SIBISETCS TaKOU
Ke TexHojorueil. Oto abOpeBmarypa "WI-Fi". Takoe Ha3BaHue OBLIO JaHO C
HAMEKOM Ha CTaHJIapT Bbiclied 3BykoBoW TexHuku Hi-Fi, uro B mepeBoje
O3HAYaeT "BBICOKAsi TOYHOCTB".

Jla, OecraTHBIA HWHTEPHET-IOCTYI B Kade, OTeIsIX W a’dporopTax sBISETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HO MHOTHE 3KCHEpThI CUMTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

CoBeTblI 110 0€30MaCHOCTH Pa0dOTHI B 00MIEOCTYIHBIX ceTssx Wi-fi:

1. He nepenanaii cBoro imuHyro uHpopmaruio yepes oodmenoctynasie Wi-Fi cern.
PaGoTas B HuUX, KelaTeabHO HE BBOJUTH MAPOJU JOCTYIA, JOTUHBI U KaKHE-TO
HOMeEpa,;

2. Ucnionb3y#i 1 OOHOBIISI aHTUBUPYCHBIC TTPOrpaMMEbI B OpaHaMayep. Tem caMbim
ThI 00€30macHIlb ce0sl OT 3aKaYKKH BUpYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkimtoun gyskiuio "OOumit qoctyn K (aitnam u
npuHTepam". JlanHas (yHKUMS 3aKpbiTa MO YMOJIYAaHHIO, OJIHAKO HEKOTOpPbIE
[I0JIb30BATENIM aKTUBUPYIOT €€ JUIsl y100CTBa UCIIOJIb30BaHMs B paboTe Win yueoe;

4. He wucnone3yit mnyonuunbii WI-FI g1 nepegaumt JMYHBIX — JaHHBIX,
HanpuMep JJIs1 BIXOJA B COLIMATIBHBIE CETU WJIU B JIEKTPOHHYIO MTOYTY;

5. HUcnonw3yil Tonbko 3amuiieHHoe coenuHeHue yepe3 HTTPS, a nme HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B wmoOmnpHOM Tenedone otkiaroun ¢yHknutoo "Tloakmouenne k  Wi-Fi
apTomatnuecku'. He nomyckall aBTOMAaTMYECKOTO TMOJKJIIOUYEHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

ConmnajbHbie CeTH

CouuasibHble CETH aKTUBHO BXOJAT B HaIlly XKU3Hb, MHOTHE JIIOJIU paOOTalOT U
JKUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MuLIAAp]] Y€IOBEK,
qTO SIBJISICTCSI OMHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE ITOJIb30BaTEIIN HE
MOHMMAIOT, YTO WH(OpMaIMs, pa3MelieHHas UMH B COIIMAIbHBIX CETSX, MOXKET
OBITh HaliflcHA W HCIIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTCIBHO C
OJIaruMu HaMEPEHUSIMHU.

OCHOBHBIE COBETHI 10 OE30MACHOCTH B COLMAIBHBIX CETAX:

1. Orpannyb cnucok Apy3ei. Y TeOs B Apy3bsSX HE JIOJKHO OBITh CIy4alWHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3ammuimiail cBOIO 4YacTHYIO Xu3Hb. He ykaseiBail maposu, TenedoHBI, aapeca,
JaTy TBOETO POXACHUS WM JPYTYIO JUYHYIO HHPOpPMANUIO. 3JI0yMBIIIICHHUKA
MOT'YT HCIOJIb30BaTh Jake WHQPOpPMAIMI0O O TOM, KaK Thl U TBOM POJUTENU
IJIAHUPYETE MPOBECTH KAHUKYJIBI,



3. 3ammumiail cBOIO pemyTanuio - JAEpXKH €€ B YUCTOTE U 3ajaBail cebe BOMpOC:
XOTesn Obl Thl, YTOOBI ApPyrHe MOJIb30BATENN BHUJEIH, YTO Thl 3arpykKaeuib?
[Toxymaid, mpexJie 4eM 4TO-TO ONyOJIMKOBATh, HAIIUCATh U 3arpy3UTh;

4. Ecnu Tl TOBOPHILB C JIOAbMHU, KOTOPBIX HE 3HAEllb, HE HCIOJIb3YH CBOE
peanbHOe UM U IPYTYyIO JUYHYIO MH(OpPMAIMU: UM, MECTO JKUTEIbCTBA, MECTO
yueObl U IIpoUee;

5. Uzberaii pasmemenust ¢ororpaduii B MHTEepHeTe, rlie Thl HM300pakeH Ha
MECTHOCTH, IT0 KOTOPOI MOKHO OTIPECITUTHh TBOE MECTOTIOJIOKECHHE;

6. HpH perucTpannu B COHH&J’IBHOﬁ CCTHU HGO6XOI[I/IMO HUCIIOJIB30BAThL CJOXKHBIC
ImapoJjik, COCTOAIINC U3 6y1(B 151 HH(i)p H C KOJINYCCTBOM 3HAKOB HC MCHCC 8;

7. Ans conuanbHON CETH, MOYTHI M APYTUX CANTOB HEOOXOIMMO HCHOJIh30BATh
paszHple maponu. Torzma ecinum TeOs B3JIOMAlOT, TO 3JIOYMBIIIJIEHHUKH I10JTy4atr
JOCTYT TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHBbIE ICHbI' U

DNEeKTpPOHHBIC JEHBIM - OSTO OYEHb YAOOHBIA CIOCOO TJIATEXKEW, OJHAKO
CYIIECTBYIOT MOIIIEHHUKU, KOTOPBIC XOTAT MOJYUYUTh 3TH JICHBIH.

QHGKTpOHHLIG ACHBI'M IIOABHUJINCH COBCEM HCIABHO M HMCHHO H3-3a 3TOI'O BO
MHOTUX IOCyaapCTBax A0 CUX IIOP HC IMMPOIMCAHO IIPO HUX B 3dKOHAX.

B Poccuu xe oHM (PYHKITMOHUPYIOT W O HUX YK€ MPOMHCAHO B 3aKOHE, TJIE WX
pa3zeNsaioT Ha HECKOIBKO BUIOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3sHuIa B TOM,
YTO aHOHUMHBIE - ATO T€, B KOTOPBIX pa3pemiaeTcs MPOBOIUTH oOmepanuu 0e3
UACHTU(UKAITIH TTOJIH30BATENSI, @ B HCAHOHUMHBIX WICHTU(UKAITUS TTOTH30BaTEIISA
SIBJISIETCS 00S3aTEIBLHOM.

Taxke ciemyer  pas3nuyarh  JJCKTPOHHbIE  (QUaTHBIE  JCHBIU  (paBHBI
rOCyJapCTBEHHBIM BAJIIOTaM) M JJICKTPOHHBIE HedUaTHbIE JCHBIM (HE PaBHBI
rOCyapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30IMacHO PabOTe C IMECKTPOHHBIMU JIEHBAMU:

1. IlpuBsku K cuery MOOWIBHBIA TenePoH. DTO camblii yIOOHBIA M OBICTPHIN
Croco0 BOCCTAaHOBUTH JOCTYN K cuery. lIpuBsizanHblii TenedOH MOMONKET, €CIH
3a0y/ielllb CBOM TIUIATEXKHBIM MApOJIb MJIM 3ai/ielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. HWcnone3yii omHOpa3oBble Tmaponu. [locime mepexoma Ha  YCHUICHHYIO
aBTOpU3AIMIO Te0e yKe He OyJeT yrpoXaTh OMACHOCTbh KpaXXM WM IepexBaTa
IJIATEKHOTO MapOJIs;

3. BriGepu cnoxHblil napois. [lpectynHukam OyJeT HE TPOCTO yraiaTh CIOKHBIH
naposb. HagexxHele maponu - 3To naposiy, KOTOpbIE COAEpkKaT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B ce€0d CTPOYHBIE W MPOMHUCHBbIE OYKBBI, HUMPHI U HECKOIBKO
CUMBOJIOB, TaKM€ KaK 3HAaK Jo0Jiapa, (QyHTa, BOCKJIMIATENbHBIA 3HAK W T.II.
Hanpumep, $tROng!;;



4. He BBOJM CBOM JIMYHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE I0BEpsICIIb.
DJIEKTPOHHASI I0YTAa

DJEeKTpOHHAass I04YTa - O3TO TEXHOJOIWS W INPEIOCTaBIsEMBbIE €10 YCIYIH
IO MIEPEChUIKE W TOJYYCHHMIO  DJIEKTPOHHBIX  COOOIIEHUH,  KOTOpbIE
pacnpenesnsiioTcsl B KOMIbIOTEPHOU ceTU. OOBIYHO 3JIEKTPOHHBIN MOYTOBBIN SIIMK
BBITJISIANT  CIEAYIOIIKMM 00pa3oM: UMS_TMOJb30BaTensa(@umMs_goMeHa. Takoke
KpOME I€pe/layd MPOCTOr0 TEKCTA, UMEETCSI BOZMOXKHOCTb MepeaaBath (paisbl.

OCHOBHBIEC COBETHI IO 0€30TTaCHOM padOTe C AICKTPOHHON MOYTOM:

1. Hago BbiOpaTh mNpaBUIBHBIA TOYTOBBIA cepBUC. B HHTEepHETE €CTh
OTPOMHBII BHIOOP OECIUIATHBIX MOUYTOBBIX CEPBUCOB, OHAKO JIYUIIle TOBEPSTH TEM,
KOI'O 3Haelllb U KTO IIEPBbII B PEUTHHIE;

2. He yka3piBaili B JWM4YHOM TmouTe Ju4yHyro wuHbopmanuoo. Hampumep,
Jay4uie BeIOpaTh "My3biKanbHbId (haHaT@" niam "pok2013" Bmecto "temal3";

3. Hcnonb3yll ABYX3TAlHYK) ABTOPU3ALUIO. JTO KOTrAa MOMUMO MapoJisi HYXHO
BBOJUTH KOJ, MPUChUIaeMblid 0 SMS;

4. BeiOepu ClI0>KHBIN naposib. [[j1s1 KaXa0ro mo4ToBOro SuKa A0HKEeH ObITh CBOM
HAJIC)KHBIN, YCTOWYHBBIN K B3JIOMY I1APOJIb;

5. Ecnu ecTh BO3MOYKHOCTh HAIMCATh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJIB3YH
3Ty BO3MOKHOCTB;

6. Mcronap3yil HECKOIBKO MOYTOBBIX SIIIMKOB. [1epBhIil 411 YaCTHOM MEPENUCKHU C
agpecatamMy, KOTOPbIM Thl JOBEpsiCllb. JTO DJICKTPOHHBIA aapec HE HaJao
MCIIOJIB30BaTh MIPU PErUCTpalu Ha (hopyMax U cailTax;

7. He oTkpbiBaitl aityibl U Apyrue BIOXKEHUS B MUChbMaXx, Ja)Xe €CIIM OHU MPUIILIN
OT TBOUWX Jipy3ei. Jlydiiie yTouHu y HUX, OTIPABIISLIN JIM OHU TeOe 3Tu (aitibl;

8. Ilocne oxoHuUaHuUsl pabOTHI HA TOYTOBOM CEpPBHCE MEPE]] 3aKPHITHEM BKJIAAKHU C
caiiToM He 3a0yJp HaXXaTh Ha "BeiidTu".

Kn0epOy1imHr wiim BUPTyaibHOE U3/1€BATEIbCTBO

KubepOymHr - mpeciieoBaHHE COOOIICHUSIMH, COJACPKAIUMH OCKOpPOJIEHUS,
arpeccuio, 3alyruBaHne; XyJIUTraHCTBO; COIMAbHOE OOMKOTUPOBAHHE C TIOMOIIBIO
pPa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIITMHIOM:

1. He Opocaiics B 60ii. Jlyuymmuii crmoco6: MOCOBETOBATHCS Kak ce0si BECTH W,
€CJIM HET TOTO, K KOMYy MOYKHO OOpaTHThCS, TO BHAUYaje YCIIOKOWUTHCA. Eciau ThI
HayHEIIb OTBEYAaTh OCKOPOJEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO eIlle OoJibliie
Pa30ACKeIIb KOH(PIIMKT;

2. Yupasnsii cBoe kudeppenyTanue;

3. AHOHUMHOCTH B ceTu MHHMas. CyIecTBYIOT CIOCOOBI BBIICHUTh, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;



4. He crouT BECTM XYJIUTaHCKUWA o0O0pa3 BUPTyaldbHOW >XU3HU. VIHTEpHET
(¢ukcupyeT Bce TBOM JEHUCTBUS M COXpaHAET MX. YAaIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobnronait CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHnuHbld HeraTuB. OIHOPA30BbIE OCKOPOUTENBHBIE COOOIICHUS
Jqy4iie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4yajabHOM CTalluu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIICHHMSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKHMPOBKM OTIPABKUA COOOIIECHUN C
OINPEJEIEHHBIX aIPECOB;

8. Ecnmu TbI cBuaerenb kuOepOysimHra. TBOW NEHCTBUSA: BBICTYNUTh MPOTHUB
npeciieloBaTeNsl, MOoKa3aTh €My, YTO €ro JACMCTBUS OLICHHBAIOTCA HETaTUBHO,
HOJIEpkKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTMYECKAss IOMOIb, COOOILUTH
B3pPOCJIBIM O (paKT€ arpeCCUBHOTO MTOBEICHHUS B CETH.

MooOuwibHbIN Tes1edoH

CoBpemeHnHble cMapThOHBI U TUIAHIIETHI COJIEpXKaT B ceOE BIOJIHE B3POCIbIN
GyHKIIMOHAN, W TENepb OHU MOTYT KOHKYPHUPOBAaTb CO CTAaIl[MOHAPHBIMU
KoMmmbioTepamu. OIHAKO, CPEJICTB 3aIUThI ISl MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Masio. TecTupoBaHWE€ W TIOMCK YSI3BUMOCTEH B HHUX HPOUCXOJUT HE Tak
WHTEHCUBHO, Kak s [1K, To e caMoe kacaeTcs U MOOUITbHBIX MPUIIOKEHUMN.

CoBpeMeHHBIE MOOWIBHBIC Opay3ephl YK€ NPAKTHYCCKH JOTHAIM HACTOJBHEIC
aHaJoru, OJHAKO pacHIMpeHHe (QYHKIMOHAJIAa BJIEYET 3a COOOM OOJNBIIYIO
CJIOKHOCTh U MEHBIIIYIO 3aIIUIIEHHOCTb.

Jlaneko He Bce NPOU3BOAUTENN BBITYCKAIOT OOHOBIICHHUS, 3aKpbIBAIOIINE
KPUTHYECKHUE YA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIjIs1 O€30MTaCHOCTH MOOUJILHOTO TelieoHa:

Huuero He siBisieTcst mo-HacTosueMy OecriaTHbIM. byib 0OCTOpOKEeH, BeAb KOTaa
Tebe mpeuaraloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBITb CKPBITHI KaKHE-TO
IIJIATHBIE YCIIYTH;

Hywmaii, mpexne uem ornpaButh SMS, ¢hoTo mwim Buaeo. Thl TOUHO 3HACIIb, TIIE
OHM OYJyT B KOHEUHOM UTOTE?

Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapTdhOHa;
Vcrionb3yit aHTHBUPYCHBIE TIPOTPAMMBI JJISI MOOMITBHBIX TEIE(POHOB;

He 3arpyxali mNOpWIOXKEHUS OT HEU3BECTHOTO HCTOYHHMKA, BEAb OHHU
MOTYT COJIEPKaTh BPEAOHOCHOE MPOTpaMMHOE 00€CTICUEHHUE;

[Tocne Toro Kaxk ThI BBIMICIIH C CaliTa, T/Ie BBOJIWII JIMUYHYIO HH(DOpMAITUIO, 32111 B
HacTpoiku Opay3epa u yaaiu cookies;

[lepyonnyecku nNpoBEpsl, KaKue IUIATHBIE YCIYIM AaKTUBUPOBAHBI HA TBOEM
HOMEpE;



JaBaii cBoil HOMEp MOOHIIBHOTO Tene(oHa TOJIBKO JIFOSIM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpsICILIb;

Bluetooth momkeH ObITH BBIKJIIOYEH, KOTJa Thl UM HE MOJb3yelibes. He 3a0biBait
HWHOT/Ia POBEPATH 3TO.

Online urpoi

COBpCMCHHBIe OHHaﬁH-HFpBI - 9TO KpPaCOYHBIC, 3aXBATBIBAIOIIHUC PA3BJICUCHUA,
06’bC,Z[HHHIOHH/I€ COTHH TbBICAY YCJIOBCK IIO BCCMY MUDPY. I/IFpOKI/I HCCIICAYIOT
,Z[aHHLIP'I UM MHD, O6HlaIOTCH APYr € APYTI'OM, BBIIIOJIHAIOT 3addaHHA, CPAKAIOTCA C
MOHCTpaMH W IIOJYYAROT OIIBIT. 3a YAOBOJIBCTBUC OHH IIIATAT: IIOKYIIAIOT JHCK,
OIIJIAYMBAIOT A0OHEMEHT WIIH HpI/IO6p€TaI-0T KaKHuC-TO OIIIMH.

Bce aTu cpenctBa MayT Ha MOAJEPXKAHUE M PA3BUTUE WUIPHI, a TaKXKE HA cCaMy
0€30MacHOCTh: COBEPILICHCTBYIOTCSI CUCTEMbl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3arIaTKy JJIsl IPOTPaMM ), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B 1mogoOHBIX Mrpax CTOMT oImacaThCs HE CTOJBKO CBOMX CONEPHHUKOB, CKOJBKO
Kpa)KH TBOETO IMapoJisi, HA KOTOPOM OCHOBaHAa CUCTEMa aBTOPHU3AIUU OOJIBIIIMHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOI'0 aKKAaYHTaA:

1. Ecau npyroif urpok BefeT ceOs IUIOXO0 WM COo37aeT TeOe HEMPHUSATHOCTH,
3a0JIOKHPYH €ro B CITUCKE UTPOKOB;

2. Tloxanyiicss agMUHUCTpPATOpaM WIPhl HA IUIOXO€ IMOBEACHHUE STOr0 HIPOKA,
YKEJIATEJIbHO IIPUIIOKUTH KaKUe-TO TOKa3aTeIbCTBA B BUJE CKPUHOB;

3. He yxa3bIBail TnuHy0 HHGOPMALIMIO B IpO(daiiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBiuBait HeouiinaabHbIC ITaTYHd U MOJIBI;

6. Mcnosib3yil CIOKHBIE U Pa3HBIE MTAPOJIH;

7. Jlasxe BO BpeMsi UTPbI HE CTOUT OTKJII0YaTh aHTUBHpYC. [IoKa ThI urpaems, TBON
KOMIIBIOTEP MOT'YT 3apPa3UTh.

DOUIIHHT WA Kpaika JINYHBIX JaHHbIX

OOBIYHON Kpaxkell AeHEer W JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAMBHUIIb, HO C
Pa3BUTHUEM MHTEPHET-TEXHOJIOTHUN 3JI0YMBIIIJIEHHUKN IEPEMECTUIINCH B UHTEPHET,
Y TIPOJIOJKAIOT 3aHUMATHCS " TFOOMMBIM'" ICIIOM.

Tak mosiBUIach HOBasi yrpo3a: WHTEPHET-MOIIEHHUYECTBA WM (DUIITMHT, TIaBHAs
Helb  KOTOPOrO  COCTOMT B TOJYYEHWHM  KOH(PHMIEHIUAIBbHBIX  JIaHHBIX
MOJIB30BATENICH - JJOTUHOB W maposieir. Ha anrmmiickom si3pike phishing uurtaercs
kak ¢pummHr (0T fishing - peiOHas noBs, password - mapoib).

OcHOBHBIE COBETHI IO 0OPHOE C (PUITUHTOM:



1. Cnenu 3a cBoMM akkayHTOM. Ecnu Tl moj0o3peBaeib, YTO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JOKHUpOBaTh €€ U COOOIIUTh aJMUHHUCTpATOpam
pecypca 00 3TOM KaK MOKHO CKOpEe;

2. Hcnonw3yii Oe3omacHble BeO-CaliThl, B TOM YHCIE, WHTEPHET-Mara3uHOB U
HOUCKOBBIX CHUCTEM;

3. cnionb3yi CIIOXKHBIE U pa3Hble Napoiu. TakuM oOpa3om, eciu TeOs B3JIOMAIOT,
TO 3JI0YMBIILJIEHHUKH MOTy4YaT JOCTYI TOJBKO K OJJHOMY TBOEMY IPO(DUIIIO B CETH,
a He KO BCEM;

4. Ecnu Tebst B3OMaIN, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE€ J00aBICHBI Y TeOS B APY3bAX, O TOM, 4TO TeOs B3JIOMAIU U, BO3MOXHO,
OT TBOETO UMEHHU OYJIET pacCchlIaThCsl ClIaM U CChUIKM Ha (PUILMHIOBBIE CANUTHI,

5. YcranoBu HaaexHsbIi napois (PIN) Ha MOOHITBHBIN Telae]oH;
6. OTKIIIOYM COXpaHEHUE NapoJisi B Opaysepe;

7. He oTkpbIiBail aityibl U Apyrue BIOKEHUS B MUCbMaX, Ja)Xe €CIM OHU MPUIILTA
OT TBOUX Jipy3ei. Jlydiie yTouHU y HUX, OTTIPABIISIIN JIM OHU TeO€ 3TU (HaiiIbl.

Hudposas penyranus

[MudpoBas penyranusi - 3TO HEraTMBHAs WM MO3WTHBHAs MH(OpManus B CETU
o Tebe. Komnpomerupyroiasi uHpopmalusi, pa3MeIeHHas B UHTEPHETE, MOXKET
CEpbE3HBIM 00pa30M OTpPa3UThCAd Ha TBOEW peanbHON ku3HH. "Lludposas
penyTanus" - 3T0 TBOM UMUK, KOTOPBI (popmupyerca u3 nHdpopmanuu o tede B
VUHTEPHETE.

TBoe MecTO KHUTENbCTBA, yueObl, TBOE (PUHAHCOBOE IOJOKEHHE, OCOOCHHOCTH
XapakKTepa U pacckasbl 0 OJMU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICIIEHHO OTHOCATCA K NyOJIMKalMM —JUYHON
uHpopmanuu B MHTEepHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TaaaThcsi 0 ToM, 4yTo doTorpadus, pa3MeilleHHas: 5 JIeT Ha3aj, cTaja
MPUYUHON OTKa3a MPUHATH T€Os Ha paldoTy.

Kommenrtapuu, pasmenieHue TBoux ¢GoTtorpaduii M JOpyrue ACHUCTBUS MOTYT
HE UCUYE3HYTh JaXe IIOCIE€ TOr0, KaK Thl HUX YyAQIMIIb. [bl HE 3HACIIb, KTO
COXpaHWJ ATy HH(OpMalMIO, Tonajga JMU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWIACh JIM OHA, a TJAaBHOE: YTO MOAYMAKT O TeOe OKPYXKAaIoIIUE JIOJH,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTh MHQOpMALIMIO MHOTO JIET CIYCTS CMOKET
100011 - KaKk U3 100pbIX NOOYKIECHH, TAK U C HAMEPEHUEM MPUUYUHUTD Bpell. ITO
MOET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 10 3allIUTE HU(PPOBOI permyTaluu:

1. Tloxymaii, mpexxae 4eM 4To-TO MyOJIMKOBATh U NiepeaaBath y ceOsi B 6Jiore uiu B
COIIMAJIbHOM CETH;

2. B Hactpoiikax npoduiis yCTaHOBU OTPaHUUYEHUsI Ha TIPOCMOTP TBOETO MpOouJs
Y €T0 COAEPKUMOTr0, CAEIal ero TONIbKO "1is apy3eit”;



3. He pasmemaii u He ykasbiBail WMH(OpPMalMIO, KOTOpas MOXKET KOro-imdo
OCKOPOJISAThH WA OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE TKOJILHUKHU - aKTUBHBIC MOJIH30BATEIN ITU(POBOTO MPOCTPAHCTBRA.
OnHako Jajieko HE BCE 3HAIOT, YTO IOJB30BAHWE MHOTHMMH BO3MOKHOCTSIMH
mudpoBoro  MHupa TpeOyeT CoOOMIOAeHUs TpaB Ha HHTEIUICKTYAIbHYIO
COOCTBEHHOCTE.

Tepmun "uHTEIEKTya IbHAsE COOCTBEHHOCTH'" OTHOCUTCS K Pa3IMYHBIM TBOPEHHUAM
YeJIOBEYECKOT0 yMa, HauyMHasi ¢ HOBBIX M300pETEeHUIl M 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U 3aKaH4YHBasi KHUTaMH, ¢oTorpadusmMu,
KAHO(PUIBMAMU U MY3bIKaIbHBIMU POU3BEACHUSMH.

ABTOpCKHE TMpaBa - 3TO IIpaBa Ha HWHTEIUICKTyaJbHYI0 COOCTBEHHOCTb Ha
MIPOU3BEACHUS HAYKH, JINTEPATYPHl U UCKyCCTBa. ABTOPCKHE MpaBa BBHICTYNAIOT B
KaueCcTBE TapaHTUHM TOTO, YTO HMHTEIICKTYaJbHBIM/TBOPUECKUNA TPYJ aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIUBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibpTaTax CBOEro TpyAa, MOJYYUTh W3BECTHOCTh M Tpu3HaHue. Hukro 06e3
pa3pelieHus aBTOpa HE  MOXET BOCIPOU3BOJHWTH €r0  NPOU3BEIICHHUE,
pacmpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IIPOJIaBaTh, HMMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HUCHOJHSATH, MOKa3bIBATH/UCIOJIHITL B dpUpe WU
pa3memath B IHTEpHETE.

Hcnons3oBanre "MUPaTCKOTO" MPOrpaMMHOTO OOECIICUCHHMS] MOXKET MPUBECTH K
MHOTHM pHCKaM: OT IOTEPH JaHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKHU TBOETO
YCTPOMCTBA, TAE€ YCTAHOBJICHA HeJeTalbHas Iporpamma. He crouTt Takxke
3a0bIBaTh, YTO CYIICCTBYIOT JieTaJbHble W OCCIUIaTHBIC MPOrpaMMBbI, KOTOPHIC
MO’KHO HAaWTH B CETH.

O noprane

CereBH4OK.p¢ - TBOW TJIaBHBIM COBETYMK B CETH. 371€Ch Thl MOXEIb Y3HATh O
0€30MacHOCTH B CETU TMOHSTHBIM M JIOCTYIIHBIM SI3bIKOM, & TIPH BO3HUKHOBEHUH
KPUTUYECKON CHUTyallud OOpaTUThCS 3a COBETOM. A TakKe MPUHSITH y4acTHE B
KOHKYpCaxX U CTaTh CaMbIM ITU(DPOBHIM IpakTaHUHOM !

[Tucemo Muno6prayku Poccun ot 14.05.2018 Ne 08-1184

O nHanpaBieHUH HHOOPMALIUU

© Marepuan u3z CripaBouHoi cucteMbl «O0Opa3oBaHUE».

[Moapoduee: https://vip.lobraz.ru/#/document/99/557521968/ZAP20RG3ES5/?0f=c
opy-8e8ff212ed
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